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Online safety 
Guidance for Teachers 
[bookmark: _Hlk36743030]This document provides guidance for teachers on how to provide a safe learning environment for students when online. It also provides guidance on how teachers can remain safe when delivering online learning. There are academic, social and wellbeing benefits for students and teachers in connecting with students remotely, including using video conferencing, when this is done in a safe way.
[bookmark: _Hlk36743052]This guide sets out advice to staff of how best to manage the technology in support of distance learning and support students and families with clarity around expectations when working online. 
This document should be considered in conjunction with:
· guidance around working from home (supporting your health and wellbeing) and,
· guidance on Learning from Home – Teaching and Learning Guide which provides details on shifting teaching alternative mechanisms 
Guidance is also being prepared for students and families to support their use of technology and enable them to engage safely online, and to set clear expectations of what is and is not acceptable use. This will be reinforced in a revised acceptable use form. 

[bookmark: _Toc37339527]Learning Online
The Education Directorate provides online learning opportunities for all students, this is supported by the appropriate tools and technology to enable teaching and learning from home. To ensure the online safety of teachers and students the Education Directorate sets access requirements including standards of behaviour to ensure that the online environment is managed in a similar way to the physical teaching environment. While methods of delivery will vary, it is essential that the good management practices that take place within schools and classrooms transfer into the digital environment. 
Managing this process includes recognition and the management of certain risks, that need to be appropriately controlled. This guide highlights these risks and provides advice to put in place the necessary controls to ensure they are appropriately managed. 
[bookmark: _Toc37339528]Creation of a safe environment
It is essential that a safe learning environment is created for all. For staff, for students and their families.  when teaching remotely. The principles of Safe and Supportive Schools Policy remain in the online space, as much as they do in the physical space.  This includes:
· Ensuring that staff, students and families’ safety is maintained
· That staff and student privacy is considered and maintained
· That we consider the social and emotional needs of students including their mental health and wellbeing in the development of online programs 
· That we cultivate an environment that is free from bullying or harassment
· That we are mindful of and take all necessary steps to prevent inappropriate or predatory conduct
[bookmark: _Toc37339529]Access
Only people with a valid login should be using the Education Directorate Google platform. To be an Authorised User, the person must have signed an Acceptable Use Agreement confirming that they will adhere to the requirements of the ICT Acceptable Use Policy. Teachers are granted access to the Education Directorate Google Platform in the course of their employment.
Students and their families are provided with information to support the safe use and behaviour in the online learning environment. Only students and teachers are Authorised Users of the learning platform. 
Parents/caregivers are required to co-sign the Acceptable Use Agreement (Termly Agreement) and are supported through guidance to ensure their child understands what conduct is and is not appropriate online, including what action may be taken when students behave inappropriately in an online learning environment. Included in the Termly Agreements will be a section for parents/caregivers to agree about acceptable use of the technology including Google Meets/Hangouts.  Students who have given parental consent to use Google Suite for Education as part of the enrolment process, do not require additional permissions to use Google Hangouts, as it is a part of the same service. 
Following completion of the Acceptable Use Agreement, parents/caregivers may access the Education Directorate online learning platform as a Guardian. Guardians may access online learning but cannot engage as active participants on any of the Directorate’s platforms.
[bookmark: _Toc37339530]Our Platform and Products
The Education Directorate, including schools, use the Google G Suite for Education platform for online learning. This platform supports meetings, video conferences and collaboration. Security and privacy has been assessed for products on this platform, and the Education Directorate keeps logs of engagement when using these products. No other tool for video conferencing with students is endorsed and Directorate staff should refrain from recommending or utilising other products. While other tools do exist for staff (e.g. Microsoft teams) these have not been assessed for students. 
[bookmark: _Toc37339531]Software products
The following software products have been authorised for use in ACT public schools are hosted on or through the Google platform.
Google Classroom facilitates the online delivery of structured learning by teachers for students. Classroom allows teachers to create and manage classes, post assignments, and view work in real-time.
Seesaw Is often utilised for students between P-3 and is used by schools to support the sharing of learning between the school and the families. 
Google Meet is the video conferencing tool that enables users to make video calls with up to 250 users in a video meeting, or classroom style discussion. All chat from the meet is visible to all parties and features as part of audit logs. A Google Meet may be initiated by teachers and/or by students and provides recording capability for these sessions. Recordings remain in the possession of the meet organiser unless they are deleted or shared. 
Screencastify is a screen capture/screencast software tool that can be used through a Chrome browser. Screencastify allows users to capture modelled lesson delivery through a combination of screen capture and audio recording. Teachers can use Screencastify to pre-record lessons for later use by students. It has a range of features to allow teachers to provide direct instruction in a controlled setting before sharing with students through Google Classroom.
Additional Apps and supports Schools often use other applications to support learning and connect with communities. This includes the promulgation of school newsletters and applications to support learning. While it is recognised that schools do access different applications consideration of security and privacy must be considered, if there are questions regarding security these should be referred to the Digital Strategy, Services and Transformation Branch.  

[bookmark: _Toc37339532]Your online tools
Tools available within the approved Software products are many and varied and provide an exciting and evolving way to engage with students. These capabilities will help create an a-synchronous learning environment that enables the access to content and teaching without being on a screen at traditional teaching times. It will enable more flexibility in staff ‘teaching’ and student ‘learning’ 
Online tools and features
Tools and features available include:
· Video conferencing 
· The ability to record lessons  
· Sharing your screen, whilst delivering content
· Group chat
· Group chat – simultaneous with delivery of online lessons
· Group chat with video
· Simultaneous video chat with a class
· Ability to share images and documents to shared sites

Recording of classes and information
Recording of classes is a feature that may be used by teachers. When using this feature, this will enable a synchronous class (concurrent learning) to be used in an asynchronous manner (in their own time). This is a useful tool for managing students whose timetable may not be able to align with the identified termly program. Lessons, questions, interactions and answers can be recorded.
It is recognised that teaching professionals will have different availabilities to prepare and deliver lesson content. Schools leadership teams will be able to advise about the best way to develop a collaborative teaching approach in order to maximise the skills, capacity and capability of staff.  
Testing your online tools
Professional learning has been provided and further information  is available at the Capital Collective Google Classroom. This Professional Learning should be accessed before utilising the technology so that teachers feel confident in their use of the technology, tools and can engage safely on-line. Before using Google Meet, teachers should make sure they know:
· How to record, share and delete content
· How to mute/unmute yourself
· How to turn on/off your own video
· How to mute another participant
· How to remove another participant
· How to turn on captions
· How to choose a presentation method

Teachers should familiarise themselves with further tools to support them delivering content in different ways.
[bookmark: _Toc37339533]Teacher responsibilities
Teachers are responsible for their conduct, whether that is in a physical classroom or online. The same professional responsibilities and obligations apply irrespective of the learning environment. 
Your professional obligations with respect to teaching conduct and practice are set out in the Teachers’ Code of Professional Practice. The obligations established within the Code continue to apply in the online environment, and have informed the development of this guidance. These obligations also extend to the Reportable Conduct scheme and Teachers must adhere to the same Principals of ensuring their online conduct does not in any way constitute Reportable Conduct.  
Within the online classrooms, the same school behaviour and discipline policies apply for students and teachers. Communication should always reflect the professional relationship between teacher and student. The ordinary rules around professional conduct apply to online content. 
To manage your classroom appropriately, it is important to be aware that all content will be visible to all participants in the classroom, including classroom chat.  This is also auditable, with copies of material available for Directorate review. Teachers must role model appropriate online behaviour and ensure appropriateness of home / background visual surrounds when using video conferencing resources for their students.

[bookmark: _Toc37339534]Establishing a supportive online learning culture
Teachers are the stewards of classroom culture, including when hosting a classroom online. Commencing online learning can be a powerful teachable moment. You can work with your students to design and clarify what respectfully engaging online should look like and feel like. 
When engaging in conversation with students about what appropriate conduct online is, teachers should utilise tools already available to them through the Safe and Supportive Schools Policy. 
All schools have developed work around school values and culture. For many schools this has been Positive Behaviours for Learning. (PBL). Teachers should think about how school values will be reflected in the on-line environment. Utilising school behaviours will enable student and families to see a clear line between expectations in the classroom and expectations on-line. These could include values such as:
· Respect. Respect in the classroom is the same as it is online. Students need to respect each other and their views and be kind to each other, supporting their friends and other students. Respect means listening to the teacher during online sessions and being respectful and listening to others. 
· Safety. Being safe online is similar to being safe at schools, it includes thinking about your personal security and those around you. This could be about protecting your password, about looking after your device (no lending it to others) and in understanding why we only used approved platforms. 
· Learners. Learning online will feel different to learning in a classroom but it is important that students engage with content, look at tasks, continue to be curious and engage with teaching staff. 
· Care. Like students would at school, it is important to care for each other, to be polite and use manners when addressing teachers and other students. During this time when students when be in physical contact with others, it is important that we still recognise other people’s feelings and look to support each other.  
The Office of the eSafety Commissioner also provides a range of resources to support teachers in encouraging eSafe behaviour amongst their students. 
It is recommended that teachers use this information to:
· develop protocols for the classroom they set up
· develop expectations with students so they set their own climate of respect and responsibility
· empower their students to call out inappropriate behaviour and to do this in a safe way

[bookmark: _Toc37339535]Setting up your workspace
Teaching in a digital environment still requires awareness of your physical surroundings. When possible, it is useful to use the same workspace each time you teach. This minimises the need to reassess your surroundings. 
Creating the right workspace sets the tone for your lessons. Ideally your space should be friendly and inviting but it should also be free of distractions, or any personal items that may impact on your privacy.
The way the learning professional establishes the workspace influences student behaviour when engaging in online learning. It is important to normalise the online learning experience for students. When teaching from your home, there are challenges. The following should be considered in establishing an appropriate workspace:
· Ensure you have an appropriate space from which to teach 
· Use of bedrooms is not preferred however if this is the location of your desk you should ensure that you are in an appropriate setting 
· Find a space where you have a table and chair and can be comfortable
· Take a photograph of the table or desk from where you will film to review this location and examine any features to ensure the space is appropriate
· To protect your privacy, you may wish to remove any certificates, personal photographs or other sensitive material from walls, or flat surfaces
· Ensure that there is no unsuitable material visible when filming
· Inform others in your home that you will be filming/livestreaming to ensure minimal disruptions or background noise
· Dress in the manner that is appropriate for teaching students face to face

[bookmark: _Toc37339536]Supporting students to establish appropriate learning spaces
Teachers should assist students with establishing appropriate learning spaces. This means ensuring that students:
· Ensure students are located in an appropriate space for learning. It is recommended that they not use a bedroom or bathroom of their house as a learning space. However if that is the only space available then teachers should ensure that students are working from an appropriate setting and not engaging from their bed
· Find a space where they have a table and chair and can be comfortable
· Remove personal items that may not be appropriate for viewing and to protect a students’ privacy
· Dress in the manner that is appropriate for face to face learning. Students do not have to wear uniform.  If students are not in appropriate attire, teachers should cease video availability E.g. No pyjamas, nudity etc. 
· If students are not compliant with teacher requests against these requirements then teachers should look to disconnect the student until they are compliant. Parents should be contacted in relation to this behaviour and the incident should be recorded in SAS.
If inappropriate setting/material/other children are visible within the leaning environment, teachers should terminate video immediately.
Teachers must make themselves aware of the consents provided by families for their students and manage their classroom (and individual student involvement) in accordance with the specific consents provided.
Example: Some students will not wish to participate in online learning with video and some family circumstances will mean that students images must not be captured or displayed for security or other reasons. enabled. Teachers must support these requirements if requested.
[bookmark: _Toc37339537]Reminding students of their obligations
When establishing your classroom, you may wish to commence by reminding students of their obligations when learning. Students should have discussed their obligations with their families as part of the Acceptable Use Agreement, or in line with the Termly Reminders that are sent out at the commencement of each term. Some teachers may choose to include a slide on this topic at the start of their lessons, as often as they believe is necessary. E.g:
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Note: This slide is an example only and if used should be modified to reflect whether or not the session is live and being recorded, or not.
[bookmark: _Toc37339538]Managing your classroom
[bookmark: _Toc37339539]How to address inappropriate student behaviour online 
When moving to an online learning platform, students are likely to be unfamiliar with using all aspects of the platform. Some students will test the boundaries of the new platform and from time to time may engage in inappropriate behaviour. The guardian identified for that student within the Google Classroom should be contacted where student behaviour is inappropriate. Teachers should use discretion and judgement as would ordinarily occur in a classroom setting. Where inappropriate behaviour occurs, there are steps that teachers may take to address this conduct, with key escalation points. 
· Where inappropriate behaviour is verbal, the teacher may warn the student and if the behaviour continues, the teacher may mute the student.
· Where inappropriate behaviour is through online class chat, the teacher may warn the student and if the behaviour continues may block the student’s access to the online chat function for a period of time. Chat function through Google is acknowledged to be different than the chat function through social media that is prohibited in the Teachers Code of Professional Practice.
· Where inappropriate behaviour continues, the student may be asked to leave the session and if they will not leave the session the teacher may remove the student from the session.
· A teacher may, where there are multiple students who engage in inappropriate conduct, remove a Google Hangout entirely.
· Where a teacher removes a student from accessing an online learning session the teacher must address this offline with the student and the student’s parents/caregivers. The teacher should email their supervisor to ensure a contemporaneous record of this action and record the incident in SAS against the student’s record.
· Where there is persistent inappropriate behaviour, a student may be removed from synchronous (in real time) learning and only able to engage in asynchronous (in their own time) learning. This must not occur without contact being made with the student’s parents/caregivers and with the Executive team of the school. This measure should only be used in circumstances where a student’s behaviour is inappropriate and persistent. 
· Where a student’s online conduct is verbally abusive, derogatory or otherwise inappropriate or unacceptable and directed at staff, ensure you make an appropriate record of the event (in SAS) and seek the advice of your executive leadership team. It is also recommended that a Riskman is completed if an injury to staff or near miss occurs.
· Where a student is inappropriately attired i.e. wearing pyjamas, this should be addressed immediately with the student and the video component of the classroom for that student should be removed. Where there are multiple students inappropriately attired the teacher should terminate the video component of the classroom.  This should be recorded in SAS against each student’s record. 
Where student behaviour requires further disciplinary action, such as suspension, the teacher should refer to the Suspension, exclusion and transfer of students in ACT public schools policy.
[bookmark: _Toc37339540]How to address unexpected interruptions
Where unexpected interference with the lesson or interruption occurs, teachers should use their discretion to pause the lesson and/or remove the visual display until they can rectify the interruption.
When returning to the lesson, it is important to address the interruption and then continue. 
[bookmark: _Toc37339541]Parental engagement and involvement
As Google ‘guardians’, parents/caregivers/caregivers are provided with access to be able to view their students online learning. This is an important feature that allows parents/caregivers to support their child when learning from home. Parents/caregivers/caregivers cannot contribute to Classrooms or Meets using this feature.
In general, parents/caregivers/caregivers should not be participating in their child’s online learning, nor using their child’s log on. It may be appropriate for parents/caregivers to engage in the class when:
· Parents/caregivers need to provide some level of support to their child when using online tools; or
· Where parent participation would be part of the ordinary course of in classroom teaching. E.g. as a guest reader or where a parent has been identified as a presenter
To limit the need for parental involvement in classes, teachers should encourage students to seek advice from them and their peers to be able to use online tools. This is an important part of establishing your classroom.


[bookmark: _Toc37339542]Addressing inappropriate parent/caregiver behaviour online
Inappropriate parent/caregiver conduct includes where their involvement, participation or interaction interferes with online learning. Teachers should feel empowered to act where this behaviour occurs, as it provides strong role modelling for students about how to deal with inappropriate conduct online.
When inappropriate parent/caregiver behaviour occurs, teachers should move quickly to inform the parent/caregiver that their conduct is inappropriate. They may mute or discontinue the student session; whichever best addresses the situation. Follow up communication with the parent/caregiver should occur along with support from the school executives.
Dependent on the nature of the parental disruption, the teacher may wish to record this in SAS or in Riskman. In these cases, they should refer this situation to their executive team. 
[bookmark: _Toc37339543]Student Safety and Wellbeing
When teaching face to face, teachers are able to assess the welfare and wellbeing of their students. In an online environment, this may be more challenging. Ordinary physical and social cues are unlikely to be visible. Teachers should seek ongoing confirmation from their students of their wellbeing.
Teachers should ensure that the learning offered includes opportunities for students to engage with each other. It is important that they have a space where they can remain socially connected. Group activities or projects will assist with encouraging connection. Other tips for ensuring student engagement include:
· Acknowledging students interests and incorporating these interests into the class discussions will support students to feel valued.
· Responding to students’ posts regularly will help students know you’re listening and interested in their thoughts.
· Creating opportunities for students to share their thoughts and experiences.
· If students are not completing set tasks or connecting with others, it will be important to reach out early and make contact with the student or parents/caregivers to see if there are any issues that can be resolved.

One of the best indicators of student wellbeing is their level of engagement with their learning and their behaviour in the classroom. Teachers should monitor their students’ attendance through roll calls and Google Class. Where students are not attending, teachers should parents/caregivers use their school’s usual processes for managing attendance. Where students are disengaging with learning, additional supports may be required. 
Transitioning to learning online will be challenging for some students and this may be reflected in their behaviour. Where behaviour is concerning, teachers should work with students and their parents/caregivers to identify what additional supports may be required. 
The school’s Network Student Engagement Team staff continue to provide wellbeing supports remotely and can be engaged to assist disengaged students. The NSET will be able to provide additional links to community based supports where required.
[bookmark: _Toc37339544]Mandatory reporting and reportable conduct
Home learning provides teachers with an unprecedented lens into the homes and lives of their students. Where teachers identify circumstances that concern them, they should work with their executive to address those concerns. 
Where teachers identify conduct that subject to mandatory reporting requirements, this should be addressed in accordance with Child Protection and Reporting Child Abuse and Neglect Policy.
Teachers are also reminded of their obligations under the reportable conduct scheme. Further information is available.
[bookmark: _Toc37339545]Prohibited activities
When establishing classroom culture, teachers should identify what activities are prohibited during online learning. Prohibited activities will already be identified within student and family guidance as well as the Acceptable Use Agreement that will be signed by students and parents/caregivers. 
Students are not permitted to record online learning activity, unless authorised by the teacher. Photographs of teachers during the delivery of online learning are not permitted. Students should be reminded of this when commencing class.
[bookmark: _Toc37339546]Social Media
In using social media, employees must not:
· Invite students to join personal social media accounts (such as Facebook, Twitter, Instagram) or accept student’s invitations to join theirs.
· Provide their personal electronic devices to students  

Any unauthorised interactions with students must be reported to your principal and may be considered a breach of your professional obligations under the Public Sector Management Act 1994, the Teachers’ Code of Professional Practice and may constitute Reportable Conduct.
One on one conversations
One on one conversations with students are best avoided. Whilst not prohibited, teachers should exercise a high level of caution in engaging with students on a one to one basis and should notify their Principal prior to them occurring.
Where a behaviour or discipline issue arises, teachers should engage with their supervisor/executive  teacher and/or the student’s family to ensure that conversations are witnessed and supported. The student’s family should be included in these conversations. Where possible, the teacher’s supervisor/executive teacher should also be included in the conversation. This will protect teachers and students and also provides a point of deflection during difficult conversations. 
Some roles, particularly in Senior Secondary schools require one on one conversations to take place as would ordinarily occur in a face to face school setting.  E.g. The provision of Transitions and Careers advice to support senior secondary course selection. This should occur with the approval of your school Principal.
[bookmark: _Toc37339547]Monitoring, audit and security
The Education Directorate monitors usage of online learning by students and teachers when G Suite for Education products are used. Monitoring provides data in relation to use, participation and engagement by students. This assists with managing wellbeing for students on a school or cohort basis. By identifying students, or groups of students who appear to be disengaging from education, schools and Education Support Officer will be able to provide additional support to teachers and school communities to address these issues early with students and families.
Audit capability for online chat including video conferencing provides a layer of protection for teachers and students, noting that chat content would be reviewed by exception only. 
If you, or your school chooses to use a software product that operates outside the G Suite for Education, these protections will not be available.
[bookmark: _Toc37339548]Additional resources
[bookmark: _Toc37339549]Directorate policies
· Child Protection and Reporting Child Abuse and Neglect Policy
· Communities Online: Acceptable use of ICT – Parents and Students Policy
· Critical/Non-Critical Incident Management and Reporting Policy
· Infectious Diseases – Outbreak Procedures and Exclusion Periods Policy
· Records Management Policy
· Safe and Supportive Schools Policy
· Working Alone Policy
· Working Alone Procedure

[bookmark: _Toc37339550]Useful Links
· Being Safe Online
· Employee Assistance Program
· Employee Complaints and Disputes
· Learn, Anywhere: ICT for Students
· Positive Behaviour for Learning
· Health Safety and Wellbeing: Safety Management System Framework
· Teachers’ Code of Professional Practice
[bookmark: _Toc457377884][bookmark: _Toc521337011]
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ONLINE LEARNING REMINDER >

Education

e This online learning session is LIVE and BEING RECORDED

e Allstudents are reminded to be in an appropriate learning area, where your parent/carer
is able to see and hear you

o ALL participants are reminded to be appropriately dressed (no pyjamas or unacceptable
clothing)

e The teacher can mute or remove a participant if they are not being respectful of behaving
appropriately

e During this session, and all online sessions, treat others the same way that you would in
person, and remember.

“RESPECTFUL CHAT - | CAN DO THAT!”
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